
Helping to keep your 
children safe online



“Helping to make the internet 
a great and safe place for children”

Promoting the 
positive

Responding to 
the negative



Adults often 
have anxieties 

about new 
media…

Everything that’s already in the world when 
you’re born is just normal;



Different world?



“Anything that gets 
invented after you’re thirty 
is against the natural order 
of things and the beginning 
of the end of civilisation as 
we know it …until it’s been 
around for about ten years 
when it gradually turns out 
to be alright really.”  

Douglas Adams



Why is internet safety important?

What about mobiles?

What are the risks?

Why is the internet so great? 

Know IT All - what can parents do?



Why is internet safety 
important?

PART 1



Statistics

� The amount of time 8-11s and 12-15s spend online 
has more than doubled since 2005… The amount of 
time 8-11s and 12-15s spend online has more than 
doubled, from 4.4 hours a week in 2005 to 11.1 hours

� However, there has been a decrease since 2014 in the 
number who trust their child to use the internet 
safely Since 2014, parents of 3-4s (44% vs. 56%), and 
5-15s (78% vs. 83%) whose child goes online are less 
likely to say they trust their child to use the internet 
safely.

� Parents are more likely in 2015 than in 2005 to believe 
that their child can get round parental controls In 
2005 very few (5%) parents who were using blocking 
controls or software said their child knew how to get 
around those controls. In 2015 29% of parents of 8-
15s said they thought their child would be able to 
unset, bypass or over-ride home network-level filters, 
and 21% thought this about parental control 
software. 

Ofcom Children and Parents: Media Use and Attitudes Report 2015



Statistics

In 2016, Common Sense published the findings of our original survey (Felt & Robb, 2016), 



Statistics



Knowledge 
vs. Wisdom

WISDOM

Understanding how 
to behave in a 
virtual world

KNOWLEDGE   

Many children pick 
up technology 

quicker! 

69% of young people say they mind their parents restricting or monitoring 
their internet usage! 

Know IT All



Why is 
the 
internet 
so great?





What are we doing ?



What are the risks?





Live 
streaming

� One in ten 12-15s 
who go online have 
‘gone live’ Three-
quarters of 12-15s 
who go online have 
heard of live 
streaming services 
(such as Facebook 
Live, YouTube Live 
and Instagram Live). 
One in ten have 
shared videos using a 
live streaming service 
and a third have not 
shared content but 
have watched live 
streams. 



Connect: 
Social 
networking 
sites





Fortnite
Dares??



Snapchat



What do your photos tell someone?





Blue Whale 
Game?



Fake Apps
What’s the name of the developer? The name usually tells you 
everything. Why would Facebook have an app developed by someone 
who is not Facebook?

•Do the reviews and ratings seem suspect? Always review the 
reviews. 5-star reviews AND 1-star reviews. In general, the more 
reviews, the more legit the situation. If there are hundreds of reviews, 
you’ll know that the app has stood the test of time. If there are only a 
few, and they’re glowing, then they could very likely be phony reviews 
written by the criminal developer. 

•Do the performance and promises seem over-the-top? If they 
are outlandish, be wary. 



Apps –
where?

Apps lock & 
Gallery hider



Over to 
you…

What do YOU think is the 
biggest risk to children online? 



Main reasons for children aged 11 and under contacting Childline in UK from April 1, 2017 to March 31, 
2018*



What is 
Cyberbullying?

Threats

Hacking

Manipulation

Stalking Public postings

Exclusion

Prejudice



• Threats and intimidation 
Threats sent to people by mobile phone, email, or online. 

• Harassment or stalking
Repeated, prolonged, unwanted contact or monitoring of another 
person.

• Vilification / defamation / prejudice-based bullying 
These may be general insults or racist, homophobic or sexist bullying.

• Ostracising / peer rejection / exclusion 
Set up of a closed group refusing to acknowledge one user on purpose.

• Identity theft, unauthorised access and impersonation
‘Hacking’ by finding out or guessing a username and password.

• Publicly posting, sending or forwarding information or images
Disclosing information on a website. 

• Manipulation
May involve getting people to act or talk in a provocative way. 

Safe to Learn: Embedding Anti-bullying Work in Schools. DCSF 2007                                                          



Differences

• 24/7 contact
No escape at home

• Impact 
Massive potential audience reached 
rapidly. Potentially stay online 
forever

• Perception of anonymity 
More likely to say things online

• Profile of target/bully 
Physical intimidation changed

• Some cases are unintentional
Bystander effect

• Evidence
Inherent reporting proof



Advice for 
parents

� Be careful about denying access 
to the technology

� Understand the tools
� Discuss cyberbullying with your 

children
- always respect others
- treat your passwords with care
- block/delete contacts & save 
conversations
- don’t reply/retaliate
- save evidence
- make sure you tell

� Report the cyberbullying
- school
- service provider
- police



What about mobiles?



Mobile 
phone advice

J Know how your child’s phone works (e.g.  
Bluetooth, Internet access, WIFI code)

J Agree the type of content that you would 
be happy for them to download, knowingly 
receive or send on to others

J Save any abusive messages/inappropriate 
images for evidence purposes

J Decide together what are acceptable bills 
inc In-app purchases
You can control spending on in-app 
purchases by turning them off completely or 
by asking for a password to be entered 
every time. This will mean that your younger 
children won't be able to download apps 
without your permission.

� Some free apps make money in different 
ways, building up bills without you even 
realising it. PhonepayPlus has more 
information on in-app purchasing.

J Encourage balanced use – switching off at 
mealtimes, bedtime. 

http://www.pitda.co.uk/supporters/phonepayplus


Apps – who 
is in charge?



Apps – who 
is in charge?



Update yourself!







Checklist of 
questions for 
mobiles Mobile Operators Code of 

Practice
Services to protect children that 
operators are committed to 
including.

Childnet’s Checklist for parents
To help parents ensure that these 
protections are in place. 
Questions include: How can I turn 
Bluetooth off? Can I put a bar on 
premium numbers?



What can 
parents do?

PART 1









Commerce

J Install software to protect your computer’s security
J Be careful which sites the rest of the family visit
J Use a family email address for shopping and online 

forms
J Use the free technology: pop-up blockers & SPAM 

filters; and your good judgement: don’t reply to 
SPAM!

J Check sites for extra security (Green padlock)

What you 
can do…



What you 
can do…

JTalk to your children about what to do if they do come 
across something unpleasant and teach them to be 
critical. LITTLE & OFTEN!

JUse child-friendly search engines or set a search filter

J Encourage them to use browser tools – Bookmarks & 
History

JInstall filtering but don’t rely on it

JFind appropriate sites to visit and try not to overreact –
lots of inappropriate content viewed accidentally

Content



J Get involved with your children 
online and encourage balanced use – set 
time limits

J Make sure they know who to talk to if 
they feel uncomfortable 

JTalk about the consequences of giving 
out personal info or making information 
public

JAgree rules as a family – meeting up

Contact

What you 
can do…



J Good sleep hygiene means that the 
mobile device stay out of the room if 
possible or, at a minimum, be put on 
silent, do not disturb, or a similar 
mode. 
J Many doctors recommend not using 
screens in the hour before bed
J Organise family downtime away 
from screens – play board games, 
walks, cards, eating together, reading 
for pleasure

Downtime

What you 
can do…



SMART rules 

SAFE – Keep safe by being careful not to give out personal 
information – including full name and email address - to people 
who you don’t trust online.

MEETING – Meeting up with someone you have only been in touch 
with online can be dangerous. Only do so with your parent’s/carer’s 
permission and even then only when they can be present. 

ACCEPTING – Accepting e-mails, IM messages or opening 
files from people you don’t know can be dangerous – they may 
contain viruses or nasty messages!

RELIABLE – Someone online may be lying about who they 
are, and information you find on the internet may not be true. 
Check information and advice on other websites, in books or ask 
someone who may know. 

TELL – Tell your parent/carer or teacher if someone or 
something makes you feel uncomfortable or worried, or you or 
someone you know is being cyberbullied. 



Know where 
to report

If you click on the button you will be reporting 
a problem directly to someone at CEOP (the 
Child Exploitation and Online Protection 
Agency) You are then likely to be contacted by 
a social worker or a police officer, to talk 
through your report in more detail. They need 
to do this to make sure you are safe.



Know where 
to report

If you click on the button you will be reporting 
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Government





More 
resources…

www.childnet.com
www.kidsmart.org.uk
www.digizen.org
www.nspcc.co.uk


